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Chapter 31 - Physcal Security Planning

3101 Security Planning

A. The heads of operating units and senior managers responsble for Department of Commerce
facilities shdl ensure that security planning is an integrd part of any function or project undertaken
within the Depatment. Sdecting, condructing, or modifying a fadlity without consdering the
security implications of employee safety and asset protection can result in coslly modifications or
retrofitting, condderable lost time, and liability for the Department.

B. All security standards will be met in new or dtered facilities whether constructed or acquired by
purchase or lease. Every atempt will be made to acquire Stes or new fadlities that facilitate
meeting physical security standards. In the event that one or more security standards may not be
possble for a specific building, requests for exceptions shal be requested by the departmenta
organization to the Director for Security.

C. Physcd security programs shdl be edablished and implemented within each operating unit
based on the minimum sandards set forth in the manua and other appropriate laws, regulations,
and naiond codes for the protection of life and property to ensure the protection of departmenta
personnd and assets. The programs shal be adminisered and monitored to ensure thar integrity.
At aminimum aunit physcal security program shal include the following eements.

1. A physica security survey for each facility occupied by departmentd personnd;

2. Scheduled/unscheduled inspection of facilities to determine if the locad security program
meets required Federal and departmental standards or regulations;

3. A comprehensve and continuing security education and awareness effort to gain the interest
and support of employees, contractors, consultants, and visitors,

4. An edtablished process of emergency procedures to take immediate, postive, and orderly
action to safeguard life and property during an emergency; and

5. An appropriate set of security procedures to respond to changing threst conditions.

D. The survey will evauae the capability of the facility to protect departmenta personnd, asses,
and information. The interior and exterior portions of afacility should be videotaped for the record.
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3102 Facility Protection

A. The senior fadlity manager shdl determine the level of protection required for each facility
under his or her control based on the results of a comprehensive security survey of the facility. The
survey will identify the jurisdictions involved and required responses. Forma agreements with loca
protective service companies or law enforcement agencies may be required to ensure proper
regponses. At aminimum a unit physica security program shal consder the following criteria

1. Perimeter protection is the first line of defense in providing physical security for personnd,
property, and information &t afacility.

2. Interior controls as the second line of defense are perhaps the most important.  The extent of
interior controls will be determined by consdering the monetary vaue and criticdity of the
items and areas to be protected, the vulnerability of the facility, and the cost of the controls
necessary to reduce that vulnerability.

3. Cogt of the security controls normally should not exceed the monetary vaue of the item or
areato be protected unless necessitated by criticdity or nationa security.

B. Depatmentd facilities that handle, store, or process Top Secret classfied information are
required to employ guard services or other gppropriate response forces to protect that information.
Guard services may be provided at other departmental facilities after coordination between the
facility maneger and the sarvicing security officer. A security survey of the fadlity will determine
the type and sze of guard service. Any new security guard requirement shall be supported by a
Security survey.

3103 Planning Facility Protection

A. The objective of planning facility protection is to ensure both the integrity of unit operations and
the security of personnd, property, and information. Security requirements must be integraied into
the Site selection and congtruction or renovation before moving into a departmenta facility.

B. The modification of a facility or addition of security measures after occupying a facility can be
codly and imprecticd; therefore, the facility manager and the security officer need to define the
security measures necessary to support the facility’s misson and work prior to any construction or
renovation. Coordination shdl begin with the desgners and architects and continue through the
contracting process and congtruction and ingtalation.
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C. Many Depatment of Commerce offices occupy space in commercid buildings where GSA
executes the lease for the Department. In leased office gpace with multiple tenants, access may not
be controlled to the same extent as in a facility where the Department is the sole tenant. When the
Depatment is the sole tenant, the security contact has more flexibility to plan and implement access
contrals. In most multi-agency tenant buildings, departmenta tenants must rely on GSA to provide
protection for the building. When GSA provides security, depatmental security contacts and
adminidrative officdds mus etablish a working reationship with the appropriate GSA officids
and maintain an active role in the security decisons and processes thet affect the facility.

3104 Design Factors

A. Introduction. Security systems and procedures shdl be consdered from the design stage to the
completion of the project. Conduit runs, aarm wiring, utility access, reinforcing devices, and other
necessyy condruction requirements should be induded in the origind desgn and condruction
plans. In addition to the factors listed below, see other chapters in this manud for further guidance
concerning design and congtruction of physica security systems.

B. Facility and Building L ocation.

1. Access Requirements. The planner must review the misson of the facility and determine the
levedl of public access required, the time it will take for personnd to respond to incidents during
duty and non-duty hours, and the workflow and processes so security can be integrated into the
fadlity.

2. Geographical Factors. The planner must consder approach routes, traffic patterns, and
nearby transportation. If possble, facilities should not be located near high crime, high traffic,
or industria aress.

3. Building Configuration. At a facility Ste, the number of separate buildings should be kept to
a minimum and grouped close together. Close-in access for vehicles shdl be discouraged.
Barriers or passageways should be constructed to permit employees and property to pass safely
between buildings.

C. Configuration of Space.

1. Entrances. Fadlity or office entrances should be kept to the absolute minimum, yet comply
with fire safety codes. Although employee access, paking, and deliveries ae to be
accommodated, security-maintained entrances shal be engineered with provisons for guard
posts and access control systems. One entrance with multiple interior routes is preferable to
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severd outsde entrances. Plans shdl include space for reception desks, barriers, and other
controls.

2. Access Controls. Locking devices shdl be used on dl perimeter and interior doors. These
devices can be ether key or dectronicaly operated. Cleaning, maintenance, and protective staff
need access to do their jobs. Keys, Persond ldentification Numbers (PIN), and time zones shal
be defined to support these functions.

3. Location of Offices and Facilities. Offices or other facilities should be adjacently located
and on the same or successive floors. Feacility managers should try to avoid leesng space that
has non-departmental leased space between departmental leased space. Sendtive operations
such as credit unions, imprest funds or those involved in handling classfied or sendtive
information should be located on upper floors and away from entrances. Related activities, such
as shipping and receiving should be located in adjacent or nearby locations (see paragraph 3806,
Shipping/Receiving and Storage Areas). To control access to the spaces, facility managers shdl
ingdl locks on entrances/exits and corridor doors. Perimeter doors and interior rooms will be
locked when unattended. Key issuance and control programs must be established.

4. Guard Forces. Access controlled by a guard force requires written procedures to define who
can enter the facility. When a guard service is not used or avaladle facility managers shdl
edablish a liason with locd law enforcement officas and advise them of the security hours
and who to contact in an emergency. If necessxry, facility managers shdl arange for the
protection of employee parking aress.

5. Property Control. Facility managers shal establish procedures to provide for the control and
removal of property, equipment, and officid records. Signature exemplars of property pass
holders must be maintained on file and utilized by the guard force to control improper remova
of property, equipment, and officia records.

D. Safety and Fire Protection. Safety and fire protection requirements must be incorporated into
any condruction plans. Operating units must follow accepted fire prevention practices in operating
and managing buildings. Federdly owned buildings are generdly exempt from sate and loca code
requirements in fire protection. In accordance with Title 40 of the U.S. Code § 619, however, each
building constructed or atered by a Federal agency must be @nstructed or dtered, to the maximum
extent feasble, in compliance with one of the nationdly recognized modd building codes and with
other nationaly recognized codes. Operating units in the Department of Commerce must use the
Nationd Fire Protection Association (NFPA) codes and standards as a guide for therr building
operations. Managers shal contact GSA and/or appropriate officials regarding GSA requirements,
NFPA codes, and possible loca code requirements and construction standards when constructing or
dtering Federd facilities,
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E. Utilities. Utility sysems shdl be protected againgt unauthorized access. The protection of
telephone, eectrica, heating and cooling systems, water supplies, boilers and generators, and
valves, regulators, and cortrols must be planned.

F. Special Activities. Specid emphasis shdl be placed on security sysems and safeguards when
condructing or modifying specid or sendtive activities such as mal rooms, equipment storage or
shipping and recaiving aress, classfied work areas, computer rooms, child care centers, and specia
use areas uch as warehouses or hazardous materids Storage areas. Additiond information is
contained in Chapter 38, Security for Specid Functions.

G. Contingency Plans. A contingency plan must be developed for each Department of Commerce
facility to protect personnel and property in the event of emergencies such as fire, bomb threats,
cvil disurbances, and naturd disasters. See Appendix R, Homeland Security Phased Security Alert
Levelsand Appendix S, Bomb Threat Procedures.

3105 Surveysand Inspections

A. Introduction. A physcd security survey is an in-depth andyss used to determine security
measures needed to protect departmental personne, property, and information. An inspection is a
check or test againg a st of standards or regulations to verify if a security program or facility meets
those standards or regulations. Inspections evauate implementation of regulations, the education of
employees, security adminidration, and exiging internd  management controls.  The  fadlity
manager shdl use surveys and ingpections to carry out oversight respongibilities.

B. Physical Security Surveys.

1. Purpose. The fadlity manager, in conjunction with the sarvicing security officer, will
conduct a survey of each facility under hisher jurisdiction to determine the type and extent of
security controls necessary for each facility or area. Each physica security survey will include a
security  evaluation  (risk  assessment) that addresses the criticdity of operations, the
vulnerahility of the facility or area, the probability of loss or damage to the facility or property
and danger to personnel, and recommended countermeasures presented on a cost- benefit basis.

2. Checklists. When an on-Ste vigt by the servicing security officer is not possible, the faaility
manager will conduct a sdf-administered checklist survey and forward a copy of the checklist
to the servicing security officer. A checklig is a detalled questionnaire, as illudtrated in
Appendices L, N, O, or P that addresses facility security issues. The checklists are furnished as
generd guides snce not dl of the quesions goply to dl faclities. All “Yes' answers on a
checklis are not necessxrily a requirement for a secure facility or an indicaion of a totaly
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secure fadility. The fadlity manager will have to make decisons concerning the gpplicability of
each question to the particular facility or space being surveyed.

3. Recommendations. The savicing security officer dhdl assg the fadlity manager in
developing a security plan to address recommendations resulting from the surveys, inspections,
or sdf-administered checklists. All recommendations shdl be coordinated with the Office of
Security.

4. Criticality, Vulnerahility, and Probability. A survey is not complete until the factors listed
below have been given full consderation.

a. Criticality. Criticdity defines the effect that work reduction or misson loss would have
on a facility or operation. Work loss or reduction could have a negative impact on nationd
security, departmental misson, or a facility's operations. Examples of adverse effects
include the interruption of a vitd function, disruption of operdions, or the compromise of
cassfied information. A higher classfication level of information processed or sored in a
fadility will increase the criticality factor  thet facility.

b. Vulnerability. Vulnerability describes the susceptibility of a facility or operaion to
damage, dedruction, possble theft, or loss of property. Physicd wvulnerability factors
include the sze, configuration, congruction, and location of the facility. Area vulnerability
factors include population demographics, the locd crime rate, the proximity of law
enforcement, and emergency response Services.

c. Risk. Risk evauates the potentia for damage or loss to a departmental operation, activity,
faclity, or misson. A risk assessment is conducted to determine the probability that an
action, circumgance, or event could cause loss or damage to a depatmenta asset.
Probability of risk is an ever-changing dynamic that depends on the intention and capability
of an adversary to undertake actions detrimental to departmental interests.

5. Typesof Surveys.

a. Initial Survey. The initid survey is conducted prior to condructing, leasing, acquiring,
modifying, or occupying a faclity or area It identifies security messures or equipment
necessary to maintain the levd of security required to protect the facility dictated by the
criticaity and vulnerability of the facility.

b. Compliance Survey. After the initid survey, a compliance survey is conducted to ensure
the completion of specified modifications. This survey shal be conducted before acceptance

of the property or occupancy.
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c. Supplemental Survey. A supplementa survey is conducted when dSgnificant changes in
organization, mission, or facility structure occur. The survey is conducted at the discretion
of ether the facility manager or the servicing security officer.

d. Special Survey. The specid survey is conducted to examine or resolve specific issues,
such as the accreditation of a vault used to store Sengtive Compartmented Information
(SCI) materid or an assessment of damage resulting from an incident. Specid surveys are
initiated at the direction of the Director for Security.

6. Conducting Surveys. The savicing security officer shdl conduct a survey with the
assdance of the fadlity manager. The fadility manager will provide a layout of the facility
depicting interior aress in the facility, access points, parking lots, warehouses, and any adjacent
aes bdonging to the fadlity. The servicng security officer shdl interview program
management officids to determine the misson and naure of operatiions classficaion or
sengtivity level of information, and vaue of assets. He or she should vist the facility or area to
obtain the information noted below.

a The facility's address, number of buildings, tenant organizations, gpproximate population,
and names of key management officids.

b. The security level of the building as determined by the Depatment of Judice
Vulnerability Assessment of Federd Fadilities.

c. Type of condruction of buildings at the facility.

d. A description of features of the facility and conditions that produce vulnergbilities. The
physcd configuration of the office or fadlity doring dassfied informaion shdl be
documented.

e. A description of adjacent buildings that could provide accessto the fecility.

f. A dexription of the surrounding area, eg., types of buildings, terrain, vegetation,
roadways, pedestrian wakways, parking lots, etc., for a leest one quarter of a mile in dl
directions. The area should be expanded if sgnificant crime demographics are devel oped.

g. An andyss of cimind and fire incidents for the jurisdiction(s) in which the fedility is
located covering at least a one-year period. Crimeffire records should be obtained for the
surrounding area of the facility and compared to the facility records.
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h. The law enforcement agency, fire department, guard force company or agency, and other
organizations responsible for emergency response aong with its response time,

I. An assessment of the replacement and/or intrindc value of assets, and sendtive or unique
equipment. The highest classfication leve of information processed or stored in the facility
and the number and types of wegpons should be documented.

J. A description of access controls, dlarms, guard services, and security containers.
k. Recommendations for improving security and pertinent implementing ingtructions.

7. Survey Report. The sarvicing security officer, in coordination with the facility manager, will
ensure that the survey report is thorough and precise. The survey report shell be submitted to the
fecility or office manager for review prior to completion of the recommendations. A copy of the
completed survey report shdl be mantained by the sarvicing security officer and a copy
forwarded to the Office of Security for review. The survey report should include:

a Theraionaefor the survey;

b. A security evaduation;

c. A background or higtory, if gpplicable;

d. A paragraph describing the environment around the facility;

e A detaled satement of findings and recommendations for making any necessary security
improvements, and

f. The exhibits supporting the report such as floor plans, photographs, and specifications.
. Physical Security Inspections.

1. Purpose. Ingpections, announced or unannounced, are conducted to determine the extent of
compliance with security regulations and procedures to ensure the protection of the
Depatments assets  The facility manager  will  periodicaly conduct  sdlf-administered
ingoections of facilities and programs under hisher jurisdiction as necessary to ensure
compliance with the provisons of the manud. The Office of Security will provide oversght
through a compliance review and assistance vist conducted by the servicing security officer or
a compliance review team. The ingpections will result in a written report with copies retained a
the ingpection ste and with the servicing security officer and the Office of Security.
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2. Recommendations. The sarvicing security officer and/or the compliance review team will
asg the fadlity or office manager in reolving any discrepancies or implementing  any
recommendetions.

3. Types of Inspections.

a Evaluative or Fact-Finding Inspection. Promotes a positive tone, while taking a broad,
generd look at a facility or program. The ingpector has the option to resolve the deficiency
on the spot or recommend further corrective actions within a nonspecified time frame. The
evauative ingpection can asSs management officias in planning or upgrading therr security
programs.

b. Compliance Inspection. Focuses on compliance with established <tandards or
regulations and may be admonitory in tone.

C. Penetration Ingpection. A deiberate atempt by security officids to breach security
systems and procedures to test compliance with regulations and procedures and is usualy
conducted for counterinteligence purposes at faciliies where highly cdlassfied and/or
criticd operations or materids are a risk from hodile inteligence operations. A penetration
ingpection must be approved, in advance, by the Director of Security.

d. Self-Inspection. Initiated by the facility manager or security contact to evauate his or
her own security program. The initistor determines the scope and purpose of the
sdf-ingoection. Checklists in the manua (Appendices L — Q) can be adapted for sdlf-
ingoection surveys. Further guidance on sdf-ingpections can be obtained from the servicing
security officer, facility manager, or the Office of Security.

4. Frequency of Inspections. The frequency of ingpections will be based on the criticdity and
vulnerability of a fadlity or the levd of clasdficaion or vadue of information processed or
dored & afacility. The following guidance provides the minimum frequency for ingpections.

a Facilities that process or sore Senstive Compatmented Information, Communicetions
Security (COMSEC), or NATO information shdl be inspected annudly.

b. Facilities that process or store Top Secret information shal be inspected every two years.

c. Fadlities that produce highly criticd or senstive information, or have been desgnated
highly vulnerable to damage, dteration, or disruption, shal be ingpected every three years.
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d. All other Department of Commerce facilities shall be inspected every five years.
e. After-hours room checks shal be conducted randomly or as needed.

5. Conducting Inspections. The fdlowing guidance provides the minimum dseps for
conducting ingpections.

a. The inspector shdl determine the scope, type, and method of ingpection. The inspection
must be scheduled with the office or resdent facility manager, and if gppropriate, written
notice shall be provided. The notice should provide the dates, purpose, proposed interview
schedule, and a request for any additiond information, as needed. The inspector should
review past ingpection reports and misson statements and prepare a lis of questions or a
checklist to structure the inspection.

b. Upon arivd a the Ste and prior to departure, the ingpector shal meet with the security
contact and the facility manager or his or her representative to discuss the inspection. A
aufficient sampling of data shdl be collected from interviews with onSte employees and
contractors and from touring the faclity. The ingpector will review the facility’s loca
security procedures. After the review, the ingpector shdl report al findings to include any
discrepancies corrected on the spot.

c. After aufficient data is collected, the ingpector should andyze dl findings, compare them
with applicable security regulations, lig discrepancies and cite regulatory  references,
recommend corrective actions, and write the inspection report.

d. The ingpection report shdl be produced within 20 working days of completion of the
inspection. It should be divided into sections consging of a summary, introduction, scope
and purpose, overview and methodology, findings and recommendations, and observations.
The report should be didributed to the security contact and the manager of the facility
ingoected in a timdy manner. The report will require a response to any recommendations
not later than 60 working days from the date of report.
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